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Rationale 

Our Trust and schools collect and use certain types of personal information about employees, students, 

parents, governors, and other individuals who come into contact with us. We are committed to protecting the 

personal information that we collect. If any of this personal data is ever lost, stolen or if its security is breached 

in any way, it is important that we take steps to protect the interests of the individuals affected by the data 

breach, learn lessons from the breach and comply with statutory obligations to report breaches. 

Scope 

The intended scope of this policy is for all staff of the Haberdashers’ Academies Trust South.  

Aims 

The aims of this policy are to ensure that: 

1. All Trust staff understand what a personal data breach is 

2. Data breaches are reported promptly so that appropriate action can be taken in response to them, 

including: 

• taking steps to protect the interests of the individuals affected by the data breach 

• recording the data breach and the action taken 

• statutory reporting to the Information Commissioners Office (ICO), if required 

3. Lessons are learned from data breaches to avoid repetition so that as a result data breaches at the Trust 

are minimised 

 

Underpinning these aims is the desire to create a culture in which all staff take responsibility for the careful 

management of personal data at work, including proactively reporting any personal data breaches that they 

become aware of. 

Policy Details  
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Implementation 

What is a personal data breach?  

A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result 

of both accidental and deliberate causes. It also means that a breach is not just about losing personal data.  

For example, personal data breaches can include: 

• sending personal data to an incorrect recipient by post, email or other means; 

• documents containing personal data being lost or stolen 

• access by an unauthorised third party; 

• computing devices containing personal data being lost or stolen;  

• alteration of personal data without permission; and 

• loss of availability of personal data 

Action all staff should take in the event of a personal data breach 

Given the large volumes of personal data that are handled by Trust staff, it is unfortunately likely that 

occasional data breaches will occur. It is important that these are responded to in the right way, by reporting 

them. Therefore, if a member of staff becomes aware of a personal data breach or believes that they have 

caused a personal data breach, they must immediately report it to the Data Protection Lead for their school 

or business unit.  The names of the school Data Protection Leads and Trust Data Protection Officer can be 

found in the Data Protection Policy and on Habs Hub (the staff intranet).  

The Data Protection Officer’s response when a breach is reported  

If a personal data breach is reported to one of the school or business unit Data Protection Leads, they must 

respond immediately to:  

• find out what has happened: whose data has been breached, what type of data was breached and 

how it happened  

• identify and take any immediate actions to stop the data breach (e.g. securing unlocked cupboards, 

removing data from a web site it was published on) 

• identify any longer term actions to prevent similar data breach in future 

 
As part of this process they must consider whether the breach needs to be reported to the ICO and they must 

make a recommendation to the Trust Data Protection Officer (DPO) about:  

• whether or not to notify the individuals whose data was breached and whether or not to take any 

other steps to deal with adverse effects caused by the breach 

• whether or not to notify the ICO about the breach –the ICO Self-Assessment Tool will assist this 

decision and is available at https://ico.org.uk/for-organisations/report-a-breach/personal-data-

breach-assessment/ 

 

The school or business unit Data Protection Lead must record their findings and recommendations using the 

template ‘Record of a Personal Data Breach and actions taken’ form which is appended to this policy and 

https://haberdashersaskes.sharepoint.com/:u:/r/sites/PoliciesandPractices/SitePages/Data-Protection.aspx?csf=1&web=1&e=urpetS
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/
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stored Habs Hub and on the Data Protection Team SharePoint site (limited access), within 24 hours of the 

breach being reported to them. The record should be issued to the Trust Data Protection Officer and kept on 

the Data Protection Team SharePoint site and retained in accordance with the Trust’s Retention Policy.   

Reporting breaches to the ICO or to affected individuals 

The school or business unit Data Protection Lead should recommend in their report whether the breach should 

be reported to the ICO within 72 hours of the breach and whether the individuals affected by the breach 

should be notified about it. This will depend on whether the “rights and freedoms” of the individuals have 

been or could be affected by the breach. This recommendation should be informed by the guidance provided 

by the ICO, which is available at https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-

regulation-gdpr/personal-data-breaches/ 

The school or business unit Data Protection Lead’s report form should be sent to the Trust Data Protection 

Officer within 24 hours of the breach being reported. The Trust DPO will take the final decision on whether or 

not to report the breach within a further 24 hours and will record their reasons for doing this on the report 

form (see template appended to this policy). This decision will be based on a review of the information 

provided by the school or business unit Data Protection Lead as well as discussion with the ICO if required.  

If an occasion arises where the Trust DPO is unavailable (for example due to sickness or annual leave as 

notified by their Out of Office notification), the record of personal data breach form should be escalated to 

the Senior Director: Finance  for review. 

A flow chart summary of the above process can be found in Annex 1 of this document. 

Communication 

This policy is relevant to all staff and all school or business unit Data Protection Leads. It will be published on 

Habs Hub, new staff will be directed to read it and staff will periodically be reminded about it through staff 

briefings, as part of a regular update on their responsibilities for data protection. 

Monitoring and evaluation 

A record of all personal data breaches will be kept by the school or business unit Data Protection Lead on the 

Data Protection Team SharePoint site. This will be reviewed as part of the data protection compliance process. 

Related documents 

This policy should be read in conjunction with:  

• The Trust Data Protection Policy  

• Retention Guidelines  

• ICO Guidance on Personal Data breaches https://ico.org.uk/for-organisations/guide-to-the-general-

data-protection-regulation-gdpr/personal-data-breaches/ 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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Annex 1 – Data Breach Reporting Process 

 

  

Data breach identifed

Report to school or business unit 
Data Protection Lead

• Breach to be reported within 24
hours of discovery

Investigation into breach

•School / business unit Data 
Protection lead to immediately
carry out investigation and identify 
appropriate actions including if 
they feel breach to be reported to 
data subject and ICO

Record of Personal Data Breach

•Findings recorded on data breach 
form and issued to Trust Data 
Protection Officer within 24 hours

•Saved to Data Protection 
SharePoint (limited access)

Review of Personal Data Breach 
Form and decision on next steps 

•Trust Data Protection Officer 
reviews findings and 
recommendations

•Final decision on whether breach 
should to be reported to ICO

Breach reported to ICO (if needed)

•Trust DPO to report breach to ICO 
within 24 hours (72 hours of 
breach being discovered) if 
necessary

Who: staff member who discovers breach or 

is informed of breach first 

Who: School or business unit Data Protection 

Lead  

Who: School or business unit Data Protection 

Lead  

Who: Trust Data Protection Officer or in the 

event they are unavailable, Senior Director: 

Finance  

Who: Trust Data Protection Officer or in the 

event they are unavailable, Senior Director: 

Finance 

When: Within 24 hours of discovery When: Immediately 

When: Within 24 hours of notification of 

breach When: Immediately When: Within 72 hours since breach discovered  
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Annex 2 – Record of Personal Data Breach Form 

Record of a Personal Data Breach   

and Actions Taken  

  
This form is to be used by the Data Protection Lead in the school or business unit whenever a personal data 
breach is discovered or reported. It must be completed and then sent to the Trust Data Protection Officer 
within 24 hours of the breach being reported to the school/business unit Data Protection Lead. The record 
should be kept on the Data Protection Team SharePoint site (limited access) and retained in accordance with 
the Trust’s Data Retention Policy.  If an occasion arises where the Trust Data Protection Officer is unavailable 
(for example due to sickness or annual leave as notified by their Out of Office notification) this form should be 
escalated to the Senior Director: Finance for review.  

Section 1: When and how was the breach discovered?   

How was the breach brought to the DP Lead’s 
attention?  

 Reported by a member of staff  

 Reported by a parent  

 Reported by a student  

 Reported by someone else  

 Discovered in another way  

Give the name and contact details of the person 
who reported the breach  

  

When was the breach reported to the DP Lead or 
brought to the DP Lead’s attention?  

  

When was the breach first noticed by the person 
reporting it to the DP Lead?  

  

When did the breach happen? If it went on for 
some time, when did it start and finish?  

  
  

Section 2: What happened?   

Describe how the data was breached  

• Was the data lost, stolen, shared with the 
wrong person, altered or destroyed?  

• How did this happen? (e.g. email sent to 
the wrong person, laptop stolen)  

  

Describe what data was breached.  

• What data items were breached?  

• Was any sensitive personal data 
breached?  
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Whose data was affected  

• Which individuals or groups personal data 
was breached?  

• Was the data breached the same for each 
person affected or was it different data 
items?  

  

What are the likely consequences of this data 
protection breach?  

• Are there current or possible 
consequences for the individuals whose 
data was breached?  

• Are there current or possible 
consequences for other individuals?   

• Are there consequences for the Trust?  

  

Section 3: Actions taken in response   

Have any immediate actions already been taken 
in response to the data breach?  
  
This could include  

• Actions to stop the breach continuing  

• Actions to mitigate the consequences of 
the breach  

• Further investigations relating to systems 
or people involved  

• Informing the individuals whose data was 
breached about what happened  

  

Are any additional immediate actions required as 
part of the response to the data breach?  
  
This could include  

• Actions to stop the breach continuing  

• Actions to mitigate the consequences of 
the breach  

• Further investigations relating to systems 
or people involved  

• Informing the individuals whose data was 
breached about what happened  

  

Are any longer-term actions required to prevent 
similar data breaches in future?  
  
This could include  

• Changes in systems, policies or processes  

• Training or communication for staff  

• Changes in how data is used  

• Changes in contracts with data processors 
and other suppliers  

  

Section 4: Reporting the breach   
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• There is a legal requirement to report to the Information Commissioner’s Office (ICO) within 72 hours, any 
personal data breaches which are likely to create a risk to the rights and freedoms of individuals  

• If there is a high risk to the rights and freedoms of individuals, then there is a legal requirement to also 
notify those individuals. These will usually be the individuals whose data was breached, but it could also 
be other individuals directly affected by the breach   

• The ICO has produced guidance on how to assess whether this is the case, which is available at: 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-
data-breaches/  

 

Does the breach need to be reported to the ICO?  
  
Explain your reasoning, referring to the “rights and 
freedoms” test  

 Yes   No  

  

Do any individuals need to be informed about the 
breach?  
  
Explain your reasoning referring to the rights and 
freedoms test.  

 Yes    No  

  

Section 5: Who completed this form   

Name of school or business unit DP Lead 
completing this form  

  

Signature  
  
  

Date completed    

Section 6: Trust Data Protection Office Approval   

The Trust Data Protection Officer must approve the report and recommendations from the School/Business 
Unit Data Protection Lead or indicate any changes in the box below.   

Name of Trust DPO approving this form    

Is the form approved with or without 
amendments?  

 Approved without amendments  

 Approved with the amendments below  

Signature  
  
  

Date approved    

Detail any amendments in the box below  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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