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Rationale

The Trust recognises that by efficiently managing its records, it will be able to comply with its legal and
regulatory obligations and contribute to effective overall management. Records provide evidence for
protecting the legal rights and interests of the Trust, its schools, its staff, its governors, and its pupils. This
document provides the framework through which this effective management can be achieved and monitored.

Scope

The intended scope of this policy is for all Haberdashers’ Academies Trust South schools. This policy applies
to all records created, received or maintained by any Trust or school staff in the course of carrying out their
work.

Records are defined as all those documents which facilitate the business carried out by the organisation and
which are thereafter retained (for a set period) to provide evidence of its transactions or activities. These
records may be created, received or maintained in hard copy or electronically.

Implementation

Responsibilities

The Trust Data Protection Officer (DPO) is responsible for the governance of records management in the Trust.
The school Data Protection Leads will give guidance for good records management practice and will promote
compliance with this policy so that information will be retrieved easily, appropriately and in a timely way. The
list of school Data Protection Leads can be found at the start of the Data Protection Policy, listed on Habs Hub
(the staff intranet) and the Trust’s website.

The Business Manager (or equivalent) at each school is responsible for the security and management of
student files, staff files, governor files and any financial personal data held by the school. The Head of
Governance is responsible for any governor records held by the central Trust team. The Senior Director:
Finance is responsible for the security and management of payroll and banking files held by the central Trust
team.

Individual employees must ensure that any records they use are accurate and are maintained, stored and
disposed of in accordance with this policy and the Trust’s Data Retention Guidelines.


https://haberdashersaskes.sharepoint.com/sites/PoliciesandPractices/SitePages/Policies.aspx
https://haberdashersaskes.sharepoint.com/sites/PoliciesandPractices/SitePages/Policies.aspx
https://www.habstrustsouth.org.uk/Policies/Federation/

Setting up personal records

The Trust’s schools will use consistent file covers for their hard copy (where relevant and not being filed
electronically on Arbor) student and staff records and ensure that they are clearly differentiated.

When a new file containing personal data is set up, the minimum necessary information will be collected so
as to comply with the principles of data protection.

The following items should be stored separately to the student record as they are subject to shorter retention
periods.

e Absence notes

e Parental consent forms for trips/outings (in the event of a major incident all the parental consent forms
should be retained with the incident report not in the pupil record)

e Correspondence with parents about minor issues

e Accident forms (these should be stored separately and retained on the school premises until their
statutory retention period is reached. A copy should be placed on the pupil file in the event of a major
incident)

Storing records and personal information

All records containing personal information are to be kept securely at all times. Paper records are kept in
lockable storage areas with restricted access, and the contents are secured within the files. Electronic records
for students, staff and governors have restricted access or are password-protected. Each school’s Data
Protection Lead is responsible for promoting best practice in regard to the security of hard copy and electronic
personal files. It is the responsibility of all staff that have access to personal details to act in a way so as to
ensure the security of the data they have access to.

Saving Data

No personal data or records should be stored or held on the hard drive of any device unless it is running
encryption software. This includes phones, laptops, PCs and iPads. Personal data should not be stored on,
memory sticks, portable hard drives and CDs.

Clear Desk Policy

The Trust has a clear desk policy. This means that staff should ensure that no confidential information is left
on any desks when they leave them, either temporarily during the day or overnight. Computers should be
locked or logged out of when a staff member is not at the computer.

Passwords

Staff should change their system passwords in line with our usual password procedures to ensure continued
security of electronic personal data. Staff are not permitted to share their passwords for systems through
which any personal data can be accessed. This includes any Trust IT passwords and any passwords for external
services that may contain personal data. The Trust takes password security very seriously and so members of
staff who share passwords are liable to disciplinary action.



Transferring records and personal data

It is sometimes necessary to transfer personal information or files to external or internal parties. If this is done
electronically, the personal information will be encrypted, and password protected. It is not sufficient to use
the password function built into Microsoft Word, Excel, PowerPoint and other Office applications. Instructions
for encrypted transfer of files using either OneDrive or secure email can be obtained through the school IT
support teams.

If documents are transferred via post, the information will be sent via a trackable postal method and signed
for by the person who requires the personal file or information.

If personal data is transferred to an organisation or individual outside of the Trust by post, the transfer will
be recorded on the school’s file transfer record sheet.

Where transferring student files to other schools, the school that the student attended at age 18 will be

responsible for storing the pupil record until the pupil reaches the age of 25 years.

Disposing of records and personal data

This guidance applies to all types of record, whether they are in paper or digital format.

Documents are to be disposed of when they have reached the end of the retention period specified in the
Trust’s Data Retention Guidelines.

Safe destruction of records

e All records containing personal information should be made either unreadable or non reconstructable

e Paper documents should be placed in one the confidential waste bins provided on all of the Trust’s sites.
e (CDs/ DVDs / Floppy Disks should be cut into pieces.

¢ Audio /Video Tapes and Fax Rolls should be dismantled and shredded.

e Hard Disks should be dismantled and sanded.

Personal records should not be put into a regular waste bin or skip.

Schedule for destruction

The Trust’s Data Retention Guidelines stipulate how long it will retain different types of personal data and
records and when they will be destroyed. Staff will adhere to this schedule and ensure, by means of regular
audit by Data Protection Leads, that records are being kept and destroyed in accordance with the timescales

that it describes. Itis up to the schools and staff, led by their Data Protection Leads, to ensure that this process
is being carried out effectively and in a timely fashion.

Communication

Staff can find this policy on Habs Hubs, our staff intranet.



Monitoring and review

This policy will be reviewed as part of the Trust’s annual review process or when there is a change to legislation
or best practice.

The school Data Protection Leads are responsible for regular reviews and audits of the implementation of data
protection policies and procedures, including records management, to ensure they are being correctly
followed and addressing any compliance issues. They will provide regular monitoring reports (on a schedule
defined by the Trust DPO) to their school Principal and to the Trust DPO.

Related documents

e Privacy Notices (for Pupils, Staff and Job Applicants, Governors and Volunteers and Suppliers)
e Data Protection Policy

e Freedom of Information Policy and Guide to Published Information

e Data Retention guidelines



